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Purpose

Purpose of this document is to introduce contents of the AP| Developer Pack to reader to and
help him/her to take first steps with it.

Glossary

Abbreviations and terms used in the document are listed below.

IBE Internet Booking Engine

WSDL The Web Services Description Language is an
XML-based interface definition language that
is used for describing the functionality
offered by a web service. The acronym is also
used for any specific WSDL description of a
web service (also referred to as a WSDL file),
which  provides a  machine-readable
description of how the service can be called,
what parameters it expects, and what data
structures it returns.

ZIP ZIP is an archive file format that supports
lossless data compression. A .ZIP file may
contain one or more files or directories that
may have been compressed.
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Contents of APl Developer Pack

Package name

Name of the package is created according to following pattern: ADP $area where:
e Sarea indicates which area pack is dedicated to (Internet Booking Engine, Hotel, etc.)

For example, ADP IBE means that the pack is dedicated to Internet Booking Engine (IBE).
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Directory structure

Below you will find a snapshot of example API Developer Pack contents (the actual content of
your pack may vary):

ADP IBE

\environment access
IBE_1ASIWPOCLA PDT.zip
IBE 1ASIWPOCIA WS LIST.txt

\guides
Amadeus WBS Implementation Guide - IBE, MasterPricer.docx
Amadeus WBS Implementation Guide - SOAP 4.0.pdf

\SoapUI mock-up
ADP_IBE.xml

API Developer Pack introduction.pdf

\environment access
This directory contains a ZIP archive with a WSDL file, for example 1ASTWPOC1A PDT.zip.

\guides
The name is self-explanatory. Here you will find:

® 2Amadeus WBS Implementation Guide - IBE, MasterPricer.docx —a document
describing concept of building internet booking engine, description of shopping,
booking and ticketing phases as well as particular web services which should be used
at each step

® IAmadeus WBS Implementation Guide - SOAP 4.0.pdf —adocument describing
how your application should establish connection and manage sessions

\SoapUI mock-up

This directory contains an exported SoapUl mock-up project xm1 file. It was created in order
to demonstrate how internet application works from web services perspective (sequence of
web service calls, argument and value feeding or passing between the calls).
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Where do | start?

Start with going through basic explanation below.

What is Amadeus for Developers Portal?

Amadeus for Developers Portal (https://developers.amadeus.com/) is your place to go to
when searching for information about Amadeus Web Services usage and related best
practices at implementation time.

What is SoapUl?

According to official web page (https://www.soapui.org/open-source.html):

SoapUl is the world's most widely-used open source API testing tool for SOAP and REST APIs.
SoapUl offers SOAP Web Services functional testing, REST API functional testing, WSDL
coverage, message assertion testing and test refactoring. With over 10 years of experience
backed by a vast open source community, SoapUl is the de facto method for ensuring quality
when developing APIs and Web Services.

Please make sure that you are using SoapUl in Version 5.5 or above. Please also ensure that
SoapUl is configured to use TLS 1.2 to use Amadeus Web Services as this is the minimal
supported version of cryptographic protocols.

Web Services Consultancy
Last update: 2019/02/19
Page 7 of 19 amadeus.com


https://developers.amadeus.com/
https://www.soapui.org/open-source.html

dMaDEUS

Time to take first steps

1. Verify that your credentials for Amadeus For Developers portal are valid by signing in
and navigating around

dMaDEUS for Develops Self-Service APIs  Enterprise APls ©MN8S00N  Blos  Support

Build the future of travel

Amadeus Travel APIs connect you to the richest information.in the tr@vel Industry:

Now you can play, innovate and launch your application.

Get started B

A

B The Self-Service APIs are still in Beta version and may be subject to non-backward compatible chang

Discover our APIs

Whether you are a developer, a startup or a leading travel brand, Amadeus APIs allow
you to build up high-quality apps. More APls coming soon.

o

L

[>

A

= ! Al At

Figure 1

2. Download and install SoapUl software (for detailed instruction please refer to official

web page https://www.soapui.org/getting-started/installing-
soapui.html).
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3. Run SoapUl application and then:
a. Import provided SoapUl mock-up project (ADP IBE.xml1).
Project Suite Case Step Tools  Desktop  Help

Create Empty Project E——“ Fm ~$ .ﬁ
New SOAP Project CrkN ve All Forum  Trial  Preferences
Mew REST Project Crrl+Ak-M

Import Project Crrh-I

Import Packed Project

Import Remote Project

Import Postman Collection

Save All Projects Ctrl+Ak-5
Open All Closed Projects
Close All Open Projects

Rename Workspace F2
Mew Workspace
Switch Workspace
L Preferences Cirl+ah-p

Save Preferences

Import Preferences

Recent b

Exit crlg

Exit without saving Otrl+Shift-Q
Figure 2
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Look In: ’D PROJECTS

~) (B (2] [ 38 [2)

File Name: |ADP_IEIE.xrnI

Files of Type: [XML Files {*.xml)

Figure 3

Projects

&=+ ADP_IBE

= AmadeusWebServicesBinding

E+== 01. Run me to set credentials to your W5AP
-+ This needs to be run first in EVENY NEW [T

oject

Figure 4
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b. Run the test suite named 01. Run me to set credentials to you WSAP and fill in
the popup window with test environment credentials you have received with

API Developer Pack.

File  Project Suite Case Step  Jools Desktop  Help
:Fdg v 3
Empty S0OAP REST Import Save All Forum Trial
E ==
m Projects
Bl -
= - - -
- ADP_IBE
= AmadeusWebServicesBinding
E} = 01. Run me to set credentials to your W5AP
i [+ This needs to be rur = ;
L omm Show TestCase Editor  Enter
-5
G-oe Disable TestCase
== o Opticns Ctrl+ Shift-
Add Step
Mew LoadTest Ctrl-M
Mew SecurityTest Ctrl-5
Clone TestCase F3
Clear
Figure 5
File  Project Suite Case Step  Tools Desktop  Help
g Ty 6
Empty SOAP REST Impart Save Al Forum Trial Preferenc|
- = +" This needs to be run firsi
E Projects > B = @ |
,235 ..... _ Ry o
= ADP_IBE '

5= AmadeusWebServicesBinding

=

=+ This needs to be run first in even
: ‘' HEHEHHA

EP:: 01. Run me to set credentials to your r TestSteps |/ Test On Demal

=-ZZ Test Steps (4)

E Test

_____ Load Tests (0) # Password check

----- ", Security Tests (0]

W Interactive Get Credential
# Generate Security Header

Figure 6
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File  Project Suite Case Step  Tools Desktop  Help
E B 3 g T 9 &
Empty SOAP REST Impart Save Al Forum Trial Preferences
= == . +" This needs to be run first in
_% Pfﬂiﬁds Pl e @Y
Zl b :
= H L L
=l ADP_IBE | Interactive G
. AmadeusWebServicesBinding
E} == 01. Run me to set credentials to your ! rTestSteps rrﬁtmmﬂ |
E}Vﬂ!sneedshbenmﬁ'stneverf FEEHBREE= 3
xif
Officeld: | |
IJzerld: | |
WSAP: [1ASIWPOC1A |
PasswordText: | |
LogPath: || | [Ernwse... ]
I
Figure 7

c. Goto 02. Example scenarios - run them to see how it all works test suite in the
SoapUl mock-up project to verify your access to test environment and see

how it works.
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= [l ADP_IBE

:_" Amadeus\WebServicesBinding

mm 01, Run me to set credentials to your '

== 02, Example scenarios - run them to st

w" 01.5imple stateless fare search

-+ 02.5imple statefull fare search
=+ 03.Booking flow

=}.-== Test Steps (23)

----- i UnigueID {TFL ID)

R

P T

----- +r Generate Security Header
----- m Fare_MasterPricerTravelB
----- +#r Generate Security Header
----- FH Fare_informativePricngi
----- # Stateful Session Manager
----- W Statefull Sequence Mumbe
----- A Fare_ChedkRules - Reque
----- # Statefull Sequence Mumbe
----- FH security_signOut - Reque
----- ¥ Generate Security Header
----- m Air_SellFromR.ecommenda
----- +#r Statefull Session Manager

File  Project Suite Case Step  Tools Desktop Help
FFd T3 6
Empty SOAP REST Impaort Save Al Forum Trial Preferences
= == 'v* 03.Booking flow
& | Projects C_p){:} b= v @
rz}.;. ----- 1ASTWAASAPL BookPriceService : -

 TestSteps | TestOn Demand

HEBHRB= 7%

+r UniguelD {TFL ID)

#r Generate Security Header - 010
FH Fare_MasterPricerTravelBoardse
W Generate Security Header - 020
E Fare_InformativePricingWithouts
W Statefull Session Management -
#r Statefull Sequence Number Incrs
[ Fare_ChedRules - Request 1
#r Statefull Sequence Mumber Incrs
m Security_SignQOut - Reguest 1
# Generate Security Header - 030

I

Description  Properties Setup 3

Figure 8
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d. Use 03. Templates - use them as a base to create your own scenarios to
modify, copy, and change the provided project file as you wish. Playing on
your own with the Amadeus Web Services is the best way to learn.

4. Read provided documentation dedicated to building application kind your dev pack is
designed to (e. g. Amadeus WBS Implementation Guide - Internet Booking
Engine with Master Pricer - v.1.2.docx)and session management (SOAP 4.0
Amadeus WBS Implementation Guide.pdf)to get better understanding of the basic
techniques for authentication and session handling.

5. At this point you should have general understanding how an internet booking engine
works. It’s time to use your favourite web service framework, WSDL and start building
your own application.

Addendum

Test case description

Each Test Case has a description which tells you a bit more about it:

+ 01 Booking flow - GUI demo — [%
P ECOC=-m©@ U & !

|
TestSteps  Test On Demand
HHBHRB=XF2sEE4v *BFO

== Trip Properties (&) a

{

== Transfered Properties (28)

% Clean properties

#r Ask for Flights & Dates

# Generate Security Header - 01

- icerTravelBoardSearch i
stCase Descriptio

This scenario includes interactive GUI java scr

This should give you a general view how to read

£ >

Properties Setup Saript  TearDown Script

TestCase Log

Figure 9
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Adding your own WSDL file to SoapUl Project

Later on you will be equipped with your dedicated WSAP and customized WSDL file. You may
then use SoapUl to mock-up web services communication with your access point. To add
your WSDL file to the existing SoapUIl mock-up project do the following:

File  Project Suite Case Step  Tools Desktop  Help

E B R X g T 3

Empty SOAP REST Impart Save Al Forum Trial

Projects
- 1ASIWAASAPL_BookPriceService
i = A Show Project View Ener
=L |
"':: &l AddwsoL Cuku
& = Add WADL CulF
..... u

o Soapl  New REST Service from URI

Launch TestRunner
Launch LoadTestRunner
Launich HTTP Manitaor

Launch Security TestRunner

Mew TestSuite CulT

Figure 10

If a WSDL file was imported previously to the project you might be prompted to update the
old WSDL definition instead of adding a new one:

( 4
Import WSDL S

o Interface [AmadeusWebServicesBinding] already exists in project, update instead?

,: Mo || Cancel

L A

Figure 11

Choosing Yes when asked for update is the right way to go. Running the 01. Run me to set
credentials to you WSAP (Figure 7) might be useful to change the credentials for your new
WSAP connection.
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This way you can also add more than one WSDL file for example in situations when you use
more than one interface in your project and each interface has its dedicated WSDL file.

After adding new WSDL file please make sure that the endpoint is set to Amadeus test node
W|thout the WSAP name at the end:

i\
=

)

£ Ar SeIIFrom ECOMME
Fare_CheckRules
Fare_InformativeBes
Fare_InformativePric
Fare_MasterPricerCal
Fare_MasterPricerTra
Fare_PricePNRWithB
Fare_PricePNRWithLg
FOP_CreateFormOfP:
- MiniRule_GetFromPrid
H--4_s PMR_AddMultiElemen
H--_r PNR_Retrieve

-4+ PNR._Retrieve2
Queue_PlacePNR
Security_SignOut
Ticket_CreateTSTFrol
Doclssuance_IssueTi
Ticket_ProcessEDoc

O O O O O Q O Q

1

H--
H--
H-
H--
H--
H--
H--
H--
H-

10

b o - e -

O O O 0 Q

B

Show Interface Viewer
Add IMS endpoint
Generate Code

Check W5l Compliance
Launch TepMaen

Generate TestSuite
Generate SOAP Mock Service

Generate Documentation

Update Definition
Export Definition

Clone Interface

Remove

Enter

Ctrl+Alt+W

F5
Ctrl+P

F9
Delete

AmadeusWe esBinding

(o [E (&=

Erview Service Endpoints  wWsSDL Content  WS-I Compliance
x Assign 0

Use.. | Pas.. Do.. WS5.. W5.. Ou.. |Inc.. | M..

dpoint
bs: /fnodeD 1. test. webservices. amadeus. com

Figure 12

For example it should be:

https://nodeD3.test.webservices.amadeus.com

not

https://nodeD3.test.webservices.amadeus.com/1ASIWPOC1A

00. Security library TestSuite

SoapUl project file located in SoapUl mock-up subfolder has an additional TestSuite called

00. Security:

Web Services Consultancy
Last update: 2019/02/19
Page 16 of 19

amadeus.com



https://noded3.test.webservices.amadeus.com/
https://noded3.test.webservices.amadeus.com/1ASIWPOC1A

© 2017 Amadeus IT Group and its affiliates and subsidiaries

CONFIDENTIAL & RESTRICTED

dMaDEUS

= AmadeusWebServicesBinding
28 01. Run me to set credentials to your W5AP

28 02. Example scenarios - run them to see how it all works

==_Ui Ternplates - use them as a base to create your own scenarios
(@@ 00. Security
_ 5-Security

[2+-EZ Test Steps (10)

----- # UniquelD (TFLID)

""" # Statefull Session Management -
""" W Generate Security Header -

""" # Generate Password digest

""" W Generate Messageld

""" # Generate Unigueld

----- 8 [start]

'''' HH [InSeries)

o

----- E [Stateless]
----- Load Tests (0]
----- ", Security Tests (0]

F

igure 13

00. Security TestSuite is used as an external library shared by groovy steps in other TestCases
in the project (Generate Security Header, Set SOAP headers) to dynamically create
authorization data (nonce, timestamp, sha- 1 password digest, etc) and update contents of the
SOAP requests with correct SOAP Headers.

Modification of this TestSuite name or its content may cause malfunctioning of the groovy
scripts which then may cause errors that will not be supported by Amadeus.

If you plan to use SOAP header update scripts you should copy 00. Security TestSuite to your

project.
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Set SOAP headers groovy step

To make things easier we have created a groovy script which automates and speeds-up the creation of SOAP 4.0 protocol session management
specific to Amadeus Web Services.

The Set SOAP headers groovy step is located in 03. Templates -> 00. Misc:

o= AmadeusWebServicesBinding

== 01. Run me to set credentials to your W5AP

.= 02. Exarnple scenarios - run them to see how it all works

EI== 03. Templates - use them as a base to create your own scenarios
o 00.50AP 4.0 Template (Stateless)

V' 00.50AP 4.0 Temnplate (Statefull)

=+ 00, Misc

- mm 00, Security

Figure 14
Script manual:

1. Create a TestSuite with the desired scenario (TestCase) of SOAP requests. Set SOAP requests in right order for your scenario.

E+== My TestSuite
E}V Wy first scenario
[=-E= Test Steps (12)
----- m Fare_MasterPricerTravelBoardSearch - 01
----- m Fare_InformativePricingWithoutPMR - 01
----- H Air_sellFremRecommendation - 01
----- H PNR_AddMultiElements - 01
----- m FOP_CreateFormOfPayment - 01
----- 8 Fare_PricePNRWithBookingClass - 01
----- BN Ticket_CreateTSTFromPricing - 01
----- m PMRE_AddbultiElements - 02
----- 8 Security_SignOut - 01
----- 8 PMR_Retrieve - 01
----- m Doclssuance_TssueTicket - 01
----- 8 security_SignOut - 02
----- Load Tests (0]
----- ¥ Security Tests (0]

Figure 15

2. Copy the Set SOAP headers groovy step to your scenario. Decide which requests should be stateless and which should open, close or be
InSeries in the session:

a. Inthe session opening request name add [Start] string.

b. Inthe session closing request name add [End] string.

c. Requests located between session opening (point a.) and session closing (point b.) will be automatically set as InSeries. No need to
change requests’ name here.

d. Requests NOT located between session opening (point a.) and session closing (point b.) will be automatically set as stateless. Again
there is no need to change requests’ name.

<

=28
=

y TestSuite
My first scenario
== Test Steps (13)
# Set SOAP headers
3 Fare_MasterPricerTravelBoardSearch - 01
R Fare_InformativePricingWithoutPNR -
3 Air_SellFromRecommendation - 01|[Start],
i PNR_AddMultiElements - 01
3 FOP_CreateFormOfPayment - 01
H8 Fare_PricePNRWithBookingClass - 01
4 Ticket_CreateTSTFromPricing - 01
3 PNR_AddMultiElements - 02
3 Security_SignOut -
3 PNR_Retrieve - 01([Start
H Doclssuance_lssue =01
H Security_SignOut - 02@End1 )
©) Load Tests (0)
& Security Tests (0)

@4

Figure 16
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Important: Full description of Amadeus session management and differences between stateless and stateful requests can be found in Amadeus

WBS Implementation Guide - SOAP 4.0.pdf included in this DEV PACK. Please, read it carefully.

3. Run the Set SOAP headers groovy step. You should see that new groovy steps were automatically added to your scenario:

Generate Security Header — responsible for authorization data generation such as: Nonce, Messageld, Created (time stamp), SHA1
Password Digest. This groovy step should be present before each stateless and session opening ([Start]) request.

Statefull Session Management — responsible for capturing the SecurityToken and Sessionld located in the response to session
opening request. Due to the fact that it interprets the response it needs to be located right after every session opening request.

a.

= == My TestSuite
B-v
&

My first scenaric

== Test Steps (19)

----- W Set SOAP headers

""" # Generate Security Header - 01

'''' 8 Fare_MasterPricerTravelBoardSearch - 01
""" W Generate Security Header - 02

'''' m Fare_InformativePricingWithoutPMR - 01
""" # Generate Security Header - 03

""" F Air_sellFromRecommendation - 01 [Start]
""" # Statefull Session Management - 01

'''' m PHR_AddbultiElernents - 01

""" 8 FoP_CreateFormOfPayment - 01

""" 8 Fare_PricePNRWithBookingClass - 01

----- = Ticket_CreateTSTFremPricing - 01

'''' m PHR_AddbultiElernents - 02

----- 8 security_SignQut - 01 [End]

""" # Generate Security Header - 04

----- FH PMR_Retrieve - 01 [Start]

""" #r Statefull Session Management - 02

""" m Doclssuance_ IssueTicket - 01

----- 8 security_SignOut - 02 [End]

Figure 17

4. Set SOAP headers should also update the SOAP Header part of all your SOAP requests. Headers are different depending on a fact whether
they are located in stateless, session opening/closing or InSeries requests.
5. Next steps are up to you — fill the requests with bodies of the messages you want to send. You can check example scenarios for inspiration,
we recommend reading the implementation guides dedicated to particular web services, where examples of requests can be found.
Implementation guides for specific web services are located in the Extranet portal.

Important: Remember that after every change in scenario structure (addition, deletion or changing the order of SOAP requests) the Set SOAP
headers step needs to be run again to adjust the session management in your scenario.

Important: Remember that if you use the Set SOAP headers groovy step the 00. Security TestSuite needs to be present in your SoapUl project.
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